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Executive Summary

ETSI (European Telecommunications Standards Institute)TC INT/AFI Working Group (WG) is running a PoC(Proof-Of-
Concept)on 5G Nework Slices Creation, Autonomic & Cognitive Management & E2E Orchestration; with Closed-Loop
(Autonomic) Service Assurance for the 10T 5G Slices (using Smart Insurance Use Case)The PoC is expected to run a series
of Demos to demonstrate various aspectsf relevance to 5G Network Slices Creation, Autonomic & Cognitive Management &
E2E Orchestration; with CloseeLoop (Autonomic) Service Assurance for the IoT Slices (Smart Insurance) Use Case.

One of the key aspects being addressed by the PoC is the aspe¢E ET x O1T " OEI A AT A $AI 110600
Desirable Framework for E2E Autonomic (Closetloop) Service Assurance for 5G Network Slices across Accesdjaul
(particularly Fronthaul and Backhaul)and Core Networks.

ETSI TC INT/ AFl W@as receantly published the de-facto standard on the GANA (Generic Autonomic Networking Architecture)
Reference Modet An Architectural Reference Model for Autonomic Networking, Cognitive Networking and Séifanagement

of Networks and Services [1][2] ETSITC INT/ AFl WG has since established thaE2E Autonomic (CloseeLoop) Service
Assurance shall be achievable through th&ederation of GANA Knowledge Planes (KBgt implement components for
autonomic management and control (AMC) intelligence for spéfic network segments and domainsAutonomics in the realm

of aGANA Knowledge Plane (KP) for a particular network segment/domain te be complemented by lower level autonomics
introduced in Network Elements/Functions(NEs/NFs) of the particular network segment under the reponsibility of the KP,
such that the KP policycontrols the lower level autonomics introduced inNEs/NFs. The E2E federation of KPs for the various
network segments/domains and their policy-controlling of lower levels autonomics in theNEs/NFs of their respectivenetwork
segments, enable the complementary muliayer autonomics to realize Holistic MulttDomain State Correlation and resources
programming by the GANA KPs for the network segments/domains such as the Access$jaXil (particularly Fronthaul and
Backhau)), and Core Networks, etc.

The question of how to implementGANAdefined autonomic manager components (calledautonomic functions) in physical
network elements/functions (NEs/NFs) and Virtualized Network Functions (VNFs) and complementing them with automoic
manager componentdefined to operatein the realm outside of NEs/NFs (the reah of management and control systems for
particular network architectures), i.e. in the realm called the GANA Knowledge Plaiii§P), is being answered by ETSI TC
INT/AFI WG Pecifications such a€€TSI TRLO3 404, ETSI TR 103 495, and ETSBR 103 473

NOTE: The ETSI GANA Model and associated concepts are briefly described later in the in the paper, paréatiers understand
OEA Objeciives.

This White Paper discuses some topicsand associated challengethat have been addressed by Demb and Demao2 of the
ETSI 5G PoC and continue be discussed by the industry, namely:

1 Smart Insurance Providers as Key Requesters and Consumers of 5G Network Slicedelivered by Sevice Providers
in fulfilment of Slice Requests

1 GSON Evolution for 5G, HybridSON Mappings to the ETSI GANA Model, and achieving E2E Autonomic (Closed
Loop) Service Assurance for 5G Network Slices through the Federation of GANA Knowledge Planes

Readers are encouraged to follow the developments, progression and the results of the ETSI 5G PoC
(https://intwiki.etsi_.org/index.php?title=Accepted_PoC_proposalf3], as there are plansfor a series of Demos planned to
cover various aspects ofthe overall PoC in the timeframe 2018/2019 and beyond)-or more background information on what

has been addressed so far by tH&TSI PoC on GANA in 5G Network Slicing AT A OEA /£D O @eaders gaA dctess E 1
Reports, Demo sheets and Slidest: https://intwiki.etsi.org/index.php?title=Accepted_PoC_proposals

TheOT # #1171 Ol OOEOQIATE @1 10I0G OOAhT AR xA1 AT T A0 TAx 1 Ai AROO EI
beyond 20182019 timeframe . Contact details are giverat the end of this White Paper, for those interested in the PoC results
or joining the Consortium. This White Paperfocuses on Demel and Dema2 of the 5G PoC andomplements other White

(
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Papers that are based obemao-2 and other Demosof a series of Planné Demos on various aspects of the overall ETSG
Network Slicing PoC, amore Demos are expected in the duration of the PoC over 2018/2019.

1. Problem Statement addressed by Demo-1 and Demo-2 of the ETSITC
INT/AFI WG 5G PoC

The newly desired Service Rvider (SP6 O AT OEOT 11 AT O £ O AECEOAI OAOOEAAO AAOE
service consumers(human, Verticals, objects)need to be smarter in the automation of processes, in supporting more
autonomous ondemand service instantidion and consumption. There is also a need fosupporting agility and flexibility in
enabling to instantiate and deliver the services that the customer really wants anytime anywhere. In this respect, a customer
as a Service Consumer is to be given a moreige role by the Service ProvidergSPs)in the dynamic service design and delivery
processes and more generally in the whole Service life cycle (DevOps / Cl / CD).

In this regard, SPsare departing from the traditional rigid model by which Service Providers used to handle all the processes
solely without delegation of some of the processes to service consumess third parties directly in such a way as to enable
them to instantiate services ondemand wherever they need the servicd O1T AA AAI EOAOAA AU OEA
Delivery Platforms. Hence the Customer becomes a key actor within tBata-centric Digital Ecosystem.

These new3 0 Sefvice delivery environmentsthat are 5G Network Service-basedand new Data-centric Digital Ecosystems

are to interact and exchange personal informationAtthe end, they will only prevail if Service Provider first and then the other
0AOOT AOOT! AOI OO0 1T £ OEA S$ECEOAI 3AO0OOEAA %AT OUOOAI data AtgsBsA A O
AOPAAEAI T U Ei Pi OOAT O ET OEA O)1 OOOAT AA " OOET AOGOGs OEAO 1 A1l
In this regard, Service Providersneed innovative technologies to address increasing customer expectations and new regulation
requirements such as the European GDPR and regulations in force in other regions. Customer service demands are becoming
more and more challenging.

11.. AOxT OE / PAOAOT 0068 +AU 2ANOEOAI AT OO adduAderpidthel DeroC, Dénie2 OE A

A Network Operatar as well asa Service Providershall support a Governance process to allow checking and verifyinaver

time, Data traceability, provenance andplacement when delivering E2E Servicesthat span ® $ domains (RAN
Fronthaul/ Backhaul, Core Network)even palOT AOO8 AT 1 AET O E A& ok OO SehAiceOrduieO(SH),Ghe T A
success onoperating and delivering various types of 5G Network Slices of varying requirements and SLAs (Servicevel
Agreements) as services to various Service Consumers of t8E (including Smart Insurance Players as Network Slice Service
Requesters and Consumers) iso be equipped with aFramework for E2E Autonomic (Closed-Loop) Service Assurance for

5G Network Slices Such a Framework must address the following key aspects:

1 Federation of GANA Knowledge Planes (KPs) for E2E Autonomic (Clodembp) Service Assurance for 5G SliceSuch
federated GANA KPs shall bachieved bythe interworking of a GANA Knowledge Plane for RAN (realized through
Centralized SON (SelOrganizing Netvorks) with cognitive SON functions), GANA Knowledge Plane for the Transport
Network (e.g. xhaul/Backhaul) and a GANA Knowledge Plane for the Core Network, for correlated assurance of RAN
Slices, Backhaul Slices and Core Network Slices. The concept ofGA&A Knowledge Plane is described below and in
the corresponding ETSI documents on the GANA (Generic Autonomic Networking) Reference Model for Autonomic
Networking, Cognitive Networking and SeMManagement of Network and Services (refer to ETSI White Pap€o.16]
and the recently published ETSI TS 103198 GANA Technical Specification).

1 From deployment point of view, various flavors / options may be envisionedw.r.t GANA KPsFor instance, having a
Knowledge Plane designed and implemented for each specifietwork segment (or domain) rather than having a
single large Knowledge Plane that covers multiple segmenfa scenario thatmay be motivated byvarious incentives
(based on technical or administrative or even business models considerations)

T Autonomicse O OEA AT AAl AO A& O OEA GdibivisgNet@dks b D E ABI-AMvBHISOA OE
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1 How NE (Network-Element) internal Autonomics ControtLoops and Distributed ControtLoops across NEs in the RAN,
Fronthaul, Backhaul and Core Network coplement higher Level Autonomics ControlLoops in achieving E2E
Autonomic Service Assurance for 5G Slices. Noting that for the RAN, low level autonomics is realized througsC
(Distributed SON), which is then complemented by higher level autonomics (naryeC-SON), and that autonomics for
the other network segments beyond RAN is also required.

1 KPIs specific to 5G network segment slices and their communication to the Autonomics Decisimaking
Elements/Engines and associated Contraloops for Slice SLA Assance; and KPIs exchanged between the GANA
Knowledge Planes (KPs) to effect E2E Collaborative Autonomic Service Assurance {Selimization) for 5G Slices by
the Knowledge Planes

1 In5G, itis envisaged that SPs will offer to various types of network sére consumers the flexibility to instantiate and
consume network services ordemand and with agility. A T T ¢ OOAE 1 AOx1T OE OAOOEZA®D xI
3AOOEAAGR AT A 6AOOEAAI O POI OEAET C )i 4 3 A OuygehtheGredtidniof O A
. AOx1T OE 31 EAA Go-Fnil endrénkiend 8parding?Alcclss Networks, ¥aul (Fronthaul and Backhaul)
and Core Networks. Insurance Platformare bound to be some of the SP external systems that will trigger the creation
of Nework Slices in an SP environment @temand, as they would be an actor sticeservice instantiation processes

1 The Service Assurance for Network Slices should be achieved through E2E Clesedp (Autonomic) Service
Assurance of the E2E network slices byneans of a Federation of Autonomic Service Assurance Components that
collectively work together in an E2E fashion to deliver Network Slices assurance and adaptive network resource
programming across the network segments delivering the aggregate networkisés, e.g. across Access Networks, x
Haul (Fronthaul and Backhaul) and Core Networks. SON (S€lfganizing Network) functions for the 5G RANs should
interwork with GANA components such as GANA Knowledge Plane components to deliver E2E Autonomic (Closed
Loop) Service Assurance of Network Slices for Selffeatures for network slices, such aSelf-Optimization and Self -
Healing of Network Slices .

1 GANA empowered Autonomic (Closetloops) Service Assurance for 5G Network Slicess a means teachieve E2E

Autonomic (ClosedLoop) Slice Assurance through Federation/Interworking of GANA Knowledge Planes for RAIN: (

CGSONas KP for RAN Fronthaul & Backhau)] Edge and Core Network (e.g. EPGr the ServiceBased Architecture

(SBA)); complemerted by low levels autonomicsintroduced in the Network ElementgFunctions (NESNFs) of the

RAN, Transport and 5G Core Networkor Multi -domain state correlation and dynamicand cooperativeself-adaptive

network servicesprogramming in and acrossthe various domains(RAN, FronthaulEdge,DC, Backhaul, Core Netwojk

Integration/Convergence of Autonomic (CloseelLoop) Service Assurance with Orchestrated Assurance

Considering IPv6 in the picture on 5G, it is wohy to note that while IPv6 is expected to play a big role in 5G (e.g. in

mMTC 5G slicesjhere are IPv6 specific features that bring value to 5G Slicing, etige use of Extension Headers in

grooming telemetry information required for driving adaptive (autonomic) service assurance of slice specific traffic
flows

=a =4

1.2. How the White Paper is organized

Yyl T OAAO O1 O1 AAROOOAT A OEA AT 1 AAmdu@ssddiby\Deindh @nd D2 of edsArieshod | O ¢
Demos planned for the 5G PoC, this white papéirst gives a brief introduction to the ETSI GANA Model and the recently
published ETSI Standard ETSI TS 103 198)[2], and then moves on to describe th&sANA principles for autonomic
management and control for networks and services (including the conpe of autonomic service assurance).

The paper also presents the value oMulti-Layer Autonomics and the integration of the GANA Knowledge Plane with
Orchestrators, SDN Controllers, and OSS/BSS systerike paper then summaries thébjectivesaddressed byDemo-1 and
Demo-2

The paper also presents theCapabilities of QualyCloud a nd Cellwize Solutions w.r.t Smart Insurance Platforms ?
plattorms OEAO O AG Qdvdk Slice as a Servicé O1 AT AA1 Aconfiected icd AoD devibes and CG-SON
Evolution fo r 5G and C-SON as GANA Knowledge Plane for the RANrespectively.

The QualyCloud Capabilitiemddressthe Requirements of Key Requesters and Consumers of 5G Network tBiteshould be
delivered by Service Providers in fulfilment ofSlice Requesteceived from the external slice requesters via seltare portals.

while the Cellwize 56 SOMADAAEI EOEAO AAAOAOO OEA 1 001 ET AA 4 Al ART i 1 DAG
desired Framework for E2E Autonomic (Closkdop) Service Assurance f6G Network Slices
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The White Paper then looks intcs AT A [s@pfliérs) Business View of the Overall 5G PoC, more background details on the
ETSI 5G PoC, ET&HANA Model as key Enabler for 5G, and the valoé Federation of GANA Knowledge Planes for E2E
Autonomic (ClosedLoop) Service Assurance across the various network segments/domains

2. Brief introduction to the ETSI GANA Model for Autonomic
Networking, Cognitive Networking and Self -Management

ETSI TS 103 192 [2] definesthe concept ofAutonomic ManaC A O A1 A1 A1 D@cisjo-rdkihghoAi A AT Oidthd $ %C
GANA terminology) as a functional entity that drives a contreloop meant to configure and adapt (i.e. regulate) the behaviour

or state of a Managed Entity (i.e. a resource)usually multiple Managed Entities (MES).

The ETSI GANA Standardized Framework for Autonomic Management and Control (ETSI TS 1032)9%efines an Intelligent
Management and Control Functional Block called GANA Knowledge Plgi@) that is an integral part of Management and
Cortrol Systems that provides for the space to implement complex network analytics functions performed by interworking
Modularized Autonomic Managers (called Decision Elements (DBsYhe KB DEsrun as software in the Knowledge Plane and
drive self* operations such as seHfdaptation, selfoptimization objectives for the network and services by programmatically
(re)-configuring Managed Entities (MEs) in the network infrastructure through various means possible: e.g. through the
NorthBound Interfaces availabé at the OSS, Service Orchestrator, Domain Orchestrator, SDN controller, EMS/NMS, NFV
Orchestrator, etc.

The GANA Knowledge Plane is a modularized Intelligent Management and Control Functional Block, and consists of multiple
Autonomic Managers called Deasion Elements (DES). In contrast to noimodularized management systems, each Autonomic
-AT ACAO EO A@bAAOAA O1 AA A TTAOITA jAO AOGITEA AlTAEQeATl A
OAT PA T £ T ATACAT AT O ACOAEOGOAAIOI ADIAT HQ6A OOREAOEAOAOOEAAG 8
Examples of Autonomic Managers areAutonomic Fault Manager; Autonomic Configuration Manager; Autonomic Mobility
Manager; Autonomic Security Manager; Autonomic QoS_& QOE Manager; Autonomic Routing Manager; Autononiacindponi
Manager; etc

I OOTTT T EA -ATACAO AT I PITAT OO T &# OGEA 1.1 +11x1 AACA o0l Al
centralizedandnetwork-x EAA AOO OiI 1 x AIT 106011 1171 PO OEAO 1 bAdpsinkodicdd OO
01 0061 ET . AOx1T OE %l Al Al é@mescalésindol-ladpgyi.e it AcOalled fast ntrakdopFEA O O
-AAOT AOQOTTITEA 1T ATACAOOG AOA o1 AA Aiibpl Al AT GAA AU OiI EAOT
. AOxT OE %l Ai AT OO0 | PEUOEAAT 10 OEOOOAI EUAAQ & O AOEOEI C 11
control-l T 1T D06 ET 1T AOxT OE Al Al A1 008-A1 ABDI 1 ADOIEIAION BA AlCdkled GANEG ¢
Level2 and Level3 in the ETSI TS 103 192).

ETSITCINT &) 7' 80 x1 OE 11 AOOITTTEA 1TAOxI OEET ¢ E1 Gmahagehdity ET O
(autonomics) properties (e.g. sekconfiguration, selfdiagnosis, selfepair, selthealing, seHprotection, selfawareness, ety
xEOEET 1T AOxT OE 11T AAOT £O01 AGET T O idkefvbrkdA | cSlaapemient Nithid theddata Blan€ A |

T AOxT OE AOAEEOAAOOOAOG j Al A OEAE é wllliad iAtwdudiny utohoicsOritissiSdociated T O «
management and control architectures

The three key Functional Blocks of the GANAnKwledge Plane are summarized below:

1 GANA Network-Level DEs. GANA Decisionmaking-Elements (DEs)whose scope of input is network wide in
Ei Dl Al AT OE tomrold ®11 iD0H0 OEAO DAOAEI Oi DI 1T EAU AT T OOT Hoods)E 1 °
instantiated in network nodes/elements. The Network Level DE are meant to be designed to operate the outer closed
control loops on the basis of network wide viewd O OOAOA A0 ET POO O1 OEA $%08 A
i ATACAI AT O AT A AITAMNII6 jAXER 10 -i ASAMIEEDES (KripWledge Plane IDBXE cape
ARGECT AA O1 0061 AO A Oi EAOI OAOOEAAGS8

1 ONIX (Overlay Network for Information eXchange ) is a distributed scalable overlay system of federated
information servers). The ONIX is useful for enabling autdiscovery of information/resources of an autonomic
T AOxT OE OEA ObOA| BRIEADIOAODA DARREANEOHO O8 $%0O AAT coderAEA
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information/context and entities (e.g. other DES) in the network to enhance their decision making capabilitfhe ONIX
itself does not have network managemenand control decision logic (as DEs are the ones that exhibit decision logic
for Autonomic Management & Control (AMC)).

1 MBTS (Model-Based Translation Service) which is an intermediation layer between the GANA KP DEs and the NEs
(Network Elements)» PEUOEAAT 1T O OEOOOAI qgq & O OOA1T 01 AGET ¢ OAAET
acommon data model for use by network level DEs, based on an accepted and shared information/data model. KP DEs
can be programmed to communicate commands to NEs and process NE responses in a language that is agnostic to
vendor specific management protocoland technology specific management protocols that can be used to manage NEs
and also policyAT 1 00iI 1 OEAEO -RABGAAARAAAOOI ERIOEAO8 4EA -"43 OO0A
responses to the appropriate data model and communication methods understoah either side. The value the MBTS
brings to network programmability is that it enables KP DEs designers to design DEs to talk a language that is agnostic
to vendor specific management protocols, technology specific management protocols, and/or vendor s data-
models that can be used to manage and control NEs.

The ETSTCINT/AFIWGSO' ! . 1 6 j' AT AOEA 1 001111 EA . AOxT OEET C ! OAEEOAA
O- EAGIOATI 6 AOOT 11 1 EA-Called BANAEell fo Lekdl3illDdirdted diFigure 1) and the interworking with
O- ABRRAIOAT 6 AOOITTT1TEAO j OAAI E U AAtheAdtall@ESANA level & The GANAImAdateihes0 1 A

Functional Blocks and Reference Points that enable developers to implement autonomicdta@re, with all perspectives
combined together so as to capture the holistic picture of autonomic networking, cognitive networking and setianagement
design and operational principles including the role of Artificial Intelligence (Al) algorithms such asvlachine Learning(ML)
and Deep Learning(DL) in all thisThis ETSI GANA Framewik is illustrated in Figure 1.
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uall 1 | | QoS Management DE || QoS Management DE (GANA Level-2) complex
Fub it
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Figure 1: Snapshot of the GANA Reference Model and Autonomics Cognitive Algorithms for Artificial Intelligence (Al)

3. DEs as the autonomic management and control services that
dynamically(adaptively) program (configure) specific Management
Entities (MEs) embedded within Network  Elements (NEs) or
Network Functions (NFs) or Services associated with an NF

DE algorithms, whAE AAOAOI ET A OEA $% 80 ET OAlI 1 ECAT A Aonfigire its &éidgned Aby $ %
design) Managed Entities (MEs), are expected to vary according to the DE vendor/suppliés suchalgorithms (just like in the

case of SONSelf-Organizing Networks) Algorithms) cannot be standardized a they are the means tgrovide for DE vendor
innovation and differentiation as described in ETSI White Paper No.16 and ETSI TS 103-P98] . Decision Elements (DEs) are
characterized as follows: Centrbized Control Software Logics (those meant to operate in the GANA Knowledge Plgrend
Distributed Control Software Logics (those meant to operate in NEs/NFsJhe two types of DEs operate in different timescales

(as described in ETSI TS 103 198) but interworking harmoniously in realizing autonomic behaviors (seltconfiguration, self
optimization, and other sel operations DEs perform on their Managed Entities (MEE)). DEsmayAA Ol | AAAA 1T O (
Network Elements (NEs) or NFsingeneral AT A ET OEA 't .1 +11 x1 AACA 01 AT Ah-DiA@ET C|
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DE vendors/suppliers.
The following points characteize the value of DEs itroduced into any network architecture and its associated management
and control architecture:

1.

DE specialization: The DE concpt should be specialized for a specific type of autonomic management and control
(AMC) domain, e.gAutonomic QoSnanagement & control domain, Autonomic Securtyanagement & control domain,
Autonomic Mobilitymanagement & control domain, Autonomic Fautbtanagement domain, Autonomic Resilience and
Survivability management & control domain, Autonomic Service & Application management domain, Autonomic
Forwarding-management & control domain, Autonomic Routinganagement & control domain, Autonomic MonitoriRg
management domain , Autonomic Generalized Control Plane manager&erdntrol domain. ETSI TS 103 192 defines

a set of such domains and associated DEs (which can be viewed as specialized AMC services ditnmeh that can be
instantiated into Network Functions (NFs) of a network architecture (such as a backhaul or core network architecture)

and the associated management and control systems realm of the network architecture. Such DEs should be injected
into a Network Function or injected within a service assciated with a Network Function (NF). ETSI TS 103 198, and
1.1 ET OOAT OEAOGET 1 O OOAE AO %43) 42 pmno 1 X owhat¥ygel of DEs2
can be introduced in certain types of Network Elements/Functions (NEs/NFs) nétwork architectured 8 'TU $%
autonomic network node (network element/function) of the network infrastructure should have a mirror Network

Level DE in the GANA Knowledge Plane for the particular network segment which operates on network wide view
and shall policy-control the corresponding DE in the node (NE/NF). Managed Entities (MEs) should be autonomically
orchestrated and/or configured by the responsible DE as part of the overall functionality for the operation of the
Network Element. Thehuma 1T AOx1T OE | PAOAOT 060 AOOI i AGAA 1 AT ACAIT AT O
$%0 E8A8 AT 1 ZECOOA AT A AiIT 6011 AT U AAEAIQEN 6 11/ ADAD G
Therefore, any DE should be governable to be configured bperate in OpenLoop or ClosedLoop Mode, and to

Ai 1 O00I A I 1 EAEAO AT A 1T OEAO EI POOO BOI OEAAA O1 EO AU 1
human operator. A mapping table between each types of a DE and its associated MEs is spedified’SI TS 103 195

¢ O AT AAT A s AAOAT T PAOO O EI-REEGADAAL XBDAAT A6 OEHKEDI AF
The interaction and coordination between DEs should take into consideration the Hierarchical nature of control loops
and peer to peerDE reference point defiAned in ETSI TS 103 1952]. A mapping table between each DE and its
chain of DEs provided by different DE suppliers

Like any functional entity, a DE should be managed, and operations and primitives needed to manage a DE that are
defined in ETSI TS 103 192[2] should be implemented by a DE. The operational goals of a DE should be clearly
defined, even without explicily exposing the algorithm of the DE.

DEs should be designed and linked (associated with) a specific Network Domain/Segment, Network Architecture
Layers and their outer Management & Control Architecture Layers associated with a specific Network
Domain/Segment. Network domains can be access network, edge;haul (particularly fronthaul and backhaul)
network, core network, transport network, data center network or other types of network domain. Network
Architecture Layers include the GANA Levels (networlevel, nodelevel, function-level, protocol level) defined by the
GANA Model. Management & Control Architecture Layers include the GANA KP (GANA netwevkl) layer and the
Business and Service Management Layers that provide inputs that drive and governthdka 1 AACA 01 AT A8 O
operations.

E2E Autonomic Service Assurance of E2E Network Services (including 5G Network Slices) shall be achievable through
the Federation of GANA KPs for specific network segments and domains and complemented by lower level
autonomics in Network Functions(NFs), £ OHolfstic @2E MultiDomain State Correlatiorand adaptive resources
(re)-programmingd A UGAQIA KPsfor Access X-Haul, and Core Networks (as illustrated later). The scope of
Federation of Knowledge Piees may be extended to cover other domains beyond the core network, such as a Data Cente
Network hosting some Telec€loud Network Functions or even IT ApplicatianService Providers seek to deploy
Framework for E2E Autonomic (Closed-Loop) Service Assurarce for Network Servicesas illustrated later. ETSI TS

103 195-2 provides guiding principles that help implementers to implement Federation of GANA Knowledge Planes
across multiple domains (including administrative domains). Within the same Knowledge Planef a particular
network segment (e.g. access or core network) DEs exchange knowledge and synchronization or coordination
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messages directly among each other. Knowledge acquired in different network domains or layers such as the GANA
Knowledge Plane Layer mwa be exchanged between the domains and layers through the ONIX system as illustrated
later along with illustration of federation of Knowledge Planes for various domains.

6. A DE service (the DE itself), particularly for the case of the GANA KP DEs, can bkaceg/upgraded/controlled by the
TAOxT OE 1 PAOAOT O AO AT U OEIi A AOOEI ¢ OEA TPAOAOEITO I1E
OADPI AAAAG ET . %Or. &0 AT A ET OEA ! .1 +11 xIDARCOASoavad1 Ah
%l DI xAOAA . AOxI1 OEG6h AO $%w0O OEAO AQGEEAEO AAOOAO !'ic¢i O
vendors/suppliers. Figure 1, illustrates the varying degree of complexity in Artificial Intelligence (Al) Algorithms for
autonomics as we traerse upwards along the GANA Decision Elements (DEs) Hierarchy for ssldnagement
(autonomics) abstraction layers (more details on this subject are found in ETSI TS 103 12k

7. Network operator may develop or select on a marketplace some of the DEs acdogito the business needs of the
network operator. Network operator should be able to test, certify, trust, validate any DEs.

8. ETSI TS 103 198 provides guidance on how legacy management systems could be used in parallel with Self
management DEs implemered by the GANA Knowledge Plane during the transition phase from the legacy systems, in
i OAAO OF OiiiOEIU OPCOAAA 1 ACAAU | AT ACAAARAROGAIALI 6ET DA
Knowledge Plane.

4. Collaboration/Coordination of Autonomic Functions (DESs) through
synchronization of actions/policies on  the programming of their
corres ponding Managed Entities (MES)

There are policies or actions of Autonomic Functions (DEs) that require Collaboration/Coordination of Autonomic Functions
(DEs) through synchronization of actions onthe programming of their corresponding Managed Entities (MES). Some

Al T OAET AGET T 7OUT AEOI T EUAOGETT T AU ETOITOA 1171 U OA OAGe 1 &
AT T OAET AGET 1 7O0UT AE Ol Figar&2béduwiillistrategithiabpedt df thenEell fosCri@tdration/Coorhation

of Autonomic Functions (DEs)This subject is linked to the topic of addressing stability of contreloops and optimal behavior

and state of operation of the autonomic network and its associated autonomic management and control operations. ETSI T
103 195-2 covers this subject of coordination of autonomic functions and achieving stability of contrébops in GANA in much
more detail.
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C GANA Knowledge Plane (KP) N

Network-Level AutoConfiguration_&_AutoDiscovery-DE

(as main coordinator of DEs* actions that require coordination/synchronization)

Network-Level Mobility- e Nethrk-Le\;el-DIE
Management-DE e.g. Network-Level Fault-

Management-DE

‘ i

Network-Level QoS_&_QoE- ) Network-Level Forwarding & Data
Management-DE H Plane-Management-DE
K Collaboration/Coordination of tHe 2 DEs for Dynamic Flow Programming/ )
" ¥

b 1~ KP may program

! Management & Control Systems (e.g. SDN Controller—possibly with MBTS library) ! NEs/NFs through

such systems

Source A

Destination B

Traffic Flow (lpféro flow or aggregate flow
i 4

Managed Entities (MEs) of impact to Flow QoS and Forwarding/Steering behaviour in NEs/NFs can be
dynamically configured/adjusted through their associated DEs inside the NEs/NFs by the ,QQS & QoE-
Management-DE“ and ,Forwarding & Data Plane Management-DE” in the KP in a coordinated T

(other KP DEs (e.g. Mobility-Management-DE, Routing-Managent-DE) may also be involved in that
coordination of collaboration)

Figure 2: Need for collaboration or coordination of Autonomic Functions (DESs) on cain actions or aspects thaare better
addressed throughcollaboration/coordination

5. Multi -Layer Autonomics and the integration of the GANA Knowledge
Plane with Orchestrators, SDN Controllers, and OSS/BSS systems

Figure 3 illustrates the integration of GANA Knowledge Plane with other management and control types of
components/systems, as well as multiayer autonomics (more details on this subject can be found in ETSI White Paper No.16
and ETSI TR 103 473), i.e. the abstraction levels at which Autononfianctions (Decision Elements) can be implementeths
illustrated on Figure-1, regarding the ETSI GANA Model)

11
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Enabling “Advanced Management & Control intelligence” at various Layers of Abstraction through
Autonomic Management & Control (AMC) Software with Real-Time and Predictive Analytics, as
Loadable Modules or Applications

[ 0ss/BSS J
Universal (E2E) Service Orchestrator GANA Knowledge Plane AMC
e.g. MEF LSO + Other Functionality (for _ {Analytics/Autonomics) Software, as Loadable
completeness) - Modules or Applications, empowered by Functional Blocks for
(rehodles Gfagde Somres MiEmrrETETd) AMC (Autonomic Management & Control of Networks,
\ Y, Services, Resources and their Configurable Parameters), i.e.
for Self-Adaptation and Dynamic Network Policing, etc.
a SDN Framework {Hybrid SDN) ) - 'l' ~
NFV Orchestrator
(Hybrid SDN: Multi-Protocol Southbound Interface(s)and
Multi-APls Northbound Interface(s)) (BT [T RN DGR omE)
Federated SDN Controllers (multiple instances)

Autonomics at NFVO level (for analytics-driven A
@ orchestrafi on)

Autonomics at EM
level

WINF

= Autonomics at VINF

—ter Manager(s) M \ |
- Autonomics at WVINF anager leve
AFs —J O
level X
R S———— S 1 | S — j —
Hypervisor T~
Comain —_— \'u'um_l *_\u-mn] £ _Virwal
H Compy St Autonomics at Autonomics at VIM
AFs 1ol Hypervisor level Nf-Vi Virtualiseg level
A1y . . Infrastruch

T | ]

“Hakdware resources]
Nerwork
ardware,

Other reference poliits

Manager(s)

Computing
Hardware

Storage
Hardware

Lt

®—e Execution reference points I

Compute
Domain

—f— Main NFV reference points

Infrastructure Network Domain

Key: AF = Autonomic Function (i.e. Decision-making logic that realizes a
Control-Loop(s) over Managed Entities under its control)

Figure 3: Multi-Layer Autonomics and the integration of the GANA Knowledge Plafi€P) with Orchestrators, SDN Contro#rs,
and OSS/BSS systems

GANA Knowledge Plane i® be considered asn integral part of Management and Control Systems that provides for the space
to implement complex network analytics functions performed by interworking Modularized Autonomic Managers (called
Decision Elements (DESs)) that run as software in the GANA Knowledge Plane and drsedf-* operations such as self
adaptation, selfoptimization objectives for the network and services by adaptively programmatically (rejconfiguring
Managed Entities (MESs) in the network infrastructure through various means possible: e.g. through the NioBtound Interfaces
available at the OS80perations Support System) Service Orchestrator, Domain Orchestrator, SDN controller, EMS/NMS, NFV
Orchestrator, etc.

Various management and control systems, such as OSS/B88siness Support System)E2E Sevice Orchestrator, and SDN
controller, NFV Orchestrator, should be viewed collectively as dafafo sources or events sources by the GANA Knowledge
Plane. This is because the GANA KP is supposed to be the center of consolidated knowledge about the neamdrintelligence

for autonomic and cognitive management and control of the network infrastructure based on data and knowledge and events
obtained from the various systems by the GANA Knowledge Plane. Also because Complex Event Processing (CEP) over events
from the various systems is to be performed by the GANA Knowledge Plane as discussed in ETSI White Paper No.16 [1] and

12


http://ntechwiki.etsi.org/

ETSI/// \\\\ AFl Proof of Concept \
N\ Z -

ETSI GANA Model in 5G Mtwork Slicing: PoC by ETSI TC INT/ AFl WG

c -£

Y. &
’?bu . s®
teg Aytonom©

GANA Technical Specification [2]. And in turn, the GANA Knowledge Plane DEs may dynamically and selectively fire commands
(thanks to the cognitive and analytics algorithms employed by the KP DESs) into any or some of the systems. This depends on
OEA OAOCAO OUOOAI O OEA "1 .1 +0 $%O0 AAOAOI ET A OEIi O6Ii A AA 060
scalein, scaleout or program the PNFs and VNFs of the underlying network infrastructure.

For example, the GANA Knowledge Plane can fire commands into the E2E Service Orchestrator in attempts to achieve analytics
driven orchestration, as may be determined by the Decision Elemts (DEs) of the Knowledge Plane. Another possibility is that

the KP could fire commands through the OS# an OSS iavailable and is a strategic target for use if{re)-configuring the
network) , or through the SDN Controller, etc., instead, or in combitian to firing commands into the E2E Service Orchestrator.

10 OOAEh OEA "1 .1 +11x1 AACA 01 AT A EO OI AA OEAxAA AO OER
advanced Autonomic/Cognitive Management & Control (AMC) DE Algorithms that canggram network infrastructure via any

i £#/ OEA OUOOAI 6 AOAEI AAT A £ O OEAO AT A AAAT OAThé GANOKnoweHgek A /
Plane can be viewed as an Advanced Analyticiaform that also retrieves Health Scores Datadyionitoring/Telemetry Data,
Topology and Configuration Data from the SDN Controllers for the Production Network and from NEs, and use the data in
making the complex decisions in the Closetdoop (Autonomic) Management and Control operations on the network
infrastructure. Other inputs to the Knowledge Plane, required for its autonomic operations (e.gutonomic service assurance)
include Service Definitions and any mappings to Qofuality of Service)Classes, SLA Definitions & Customer Identifiers
Info/Data from the Service Fulfilment functions (e.g. OSS/BSS)

NOTE: As illustrated later on Figure 7, a GAM Knowledge Plane can be designed and implemented for a specific network
segment(domain), rather than having a single larg&ANAKnowledge Plane that covers multiple segments as this may follow
various incentives (based on technical oadministrative or even business models reasons). And so in interactions with other
management and control systems such as OSSclkastrators and SDN controllers, a GANA Knowledge Plane for a specific
segment programs state into the underlying network infratructure under its responsibility, and participates in federated
operations (dynamic endto-end network state programming) in collaboration with Knowledge Planes for other network
segments/domains.

6. Technical view of the Overall 5G PoC

The plan of theETSI 5G PoC is to use this 5G Network Slicing PoC as an instrument for the following aims:

(1) %1 AATET ¢ OEA O4A1 AAT T |/ PAOAOGTI 066 OI DHOT OEAA A Al AAO ET I
would look like and the complementary roles to be played by the following technologies/paradigms in 5G: ETSI GANA
components for ClosedLoop (Autonomic) Management & Control of network resources and parameters in Autonomic
(ClosedLoop) Service Assurance of Network Slices; SDN; NFV; E2E Orchestst BigData Analytics for
Autonomic/Cognitive Management & Control; SON (SeBrganizing Networks); specialized interfaces (including the
network governance interfaces); Network Automation; and GANA intelligence software for Autonomic/ Cognitive
management and control of networks and services (i.e. Software for Autonomic (Closddop) Service Assurance); and the
4 A1 AAT I | DAOAOI 060 $ AOEOAA &OAI AxT OE Al O $Ul Al EA 0
Integration/Convergence of Autonomic Service Assurare with the Orchestrated Assurance of Newly Instantiated
Network Services such as 5G Network Slices and Service Chains:

(2) Breaking from silos on standards and R&D efforts linked to the complementary emerging networking paradigms, by
promoting and progressingthe Unifying and Harmonizing Architecture that integrates the ETSI GANA, SDN, NFV, E2E
Orchestration, and specialized Big Data Analytics for Autonomic / Cognitive Management & Control;

3) %I AATET C 0311 O00EIT 30bPlI EAOOG6 |1 £ otfeEdayersitd usd theEPbQins@uimeénOO E 1 |
identify gaps in standards and initiate activities (e.g. in ETSI TC INT AFI Working Group) to close any gaps in Autonomic
-ATACAT AT O O #11001T1 j!-#q OOAT AAOAO OEAOQ IIEARAWOAA T #A NEG

solutions/components are being engaged in the 5G PoC and the various Demos being planned for the 2018/2019
timeframe and beyond:

13
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SON (both €SON and ESONY i.e. Centralized SON and Distributed SON (S€lfganization Network);

SDN Goftware Defined Networking);

NFV (Network Functions Virtualization);

GANA Knowledge Plane (with the Autonomics/Analytics Algorithms, Knowledge Synthesis and Representation
from raw monitoring data, and the dynamic application of various forms of Knowlege obtained from diverse
AAOGATET &£ Oi ACETT O1F OOAAO AU O#Aking-Elements{OES) in redlifirg feselfil AT /
Adaptation (e.g. Sel®ptimization) management and control operations for Network Resources and Parameters for
the overallClosedLoop Assurance of Network Slices)

Probing and Service Assurance Platforms that should act as data/information sources to the GANA Knowledge
01 AT A8O $ %Oh

Data Analytics required to be performed or exploited by GANA DEs instantiated (injected) it& network
infrastructure Network Elements (physical or virtual) and in the GANA Knowledge Plane;

Network Infrastructure Network Elements (Physical and Virtual Network Functions);

RAN elements Cloudification Vendors.

Traffic Monitoring Solutions Suppliers for Programmable Traffic Monitoring Fabrics that enable Obemand
Monitoring and Feeding of Knowledge into the GANA Knowledge Planes for E2E Autonomic Service Assurance of
Network Services (including 5G Network Slices), and Components/Solutions for Ordteated Service Monitoring

in NFV/Clouds

Figure 4 below depicts high level design principle of the PoC ecosystem and associated actors/roles relationships and
interactions. Two main actors are considered at 5G operation time (rutime):

1 a)Network Slice Provider (SP) with its associated partners (5G RAN Vendors, 5GHEaul Network Vendors,
5G Core Network Vendors, 5G OSS & Network Slice Management Software Ven@ogrammable Traffic
Monitoring Fabrics Vendors, Probing Vendors, GANA Algorithms andfSvare Components Developers and

30pPI EAOOR uv' "33 6AT AT OORh uv' 3/. 6AT AT OORh 8Qq xE
delivering, operating and assuring the four Network Slice Types: eMBB (SST 1), uRLLC (SST 2), loT (SST 3),
V2X (SST 4)

1 b) Network Slice Customer or Network Slice Consumer who orders/ SelOrders via a dynamic Ordering
API the requirgd Network Slice Types according to dynamic SLAs per Network Slicg Type by interacting~with
OEA . AOxT OE 31 EAA 0071 Ocdakobdta) "" 3 j. AOxT OE 31 EAA 3
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Figure4: The depiction of the high level design principle of the 5G PoC ecosystem and associated actors / roles relationships al
interactions

6.1. Description of the Network Slice Life Cycle Management (choreo graphy)

1) Slice Designer (Human Operator), via the Governance API, accesses its 5G Slice Design / Service Definitioi€haoi (pink
box) and stores the Network Slice Template once populated, in a repositofNOTE: This process is automated in the case
of a selfcare portal through the BSS that can be used by external customers

2) Network Slice Template is pushed to the E2E Service Orchestrator

3) EZ2E Service Orchestrator interacts with ETSI MANO components, SDN Controllers and Legacy OSS to translate thetonte
of the Template onto required VNFs / PNFs (RAN ones (including MEC (Mobile Edge Computing) ones) and Core Network
ones) which are stored in the Virtualized Capabilities (Network Functions) Repository and in the Neviirtualized Network
Functions Repositay (for Core Network). The diagram shows a dedicated Repository for RAN capabilities. All those
capabilities are executed on the substrate layer (Hybrid Infrastructure: Black Cloud)

4) The descriptions (descriptors) of the identified (the required) VNFs and RFs are sent to E2E Service Orchestrator

5) EZ2E Service Orchestrator launches Network Slice Life Cycle Management process

6) 4EA . AOx1 OE 31 EAAO 1T OAAOAA AU OEA AQOOOI I AOO OEA 3AO00EA/
delivered to each othe four Customers (represented by the 5G applications) at the right hand side of the diagram.
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algorithms along with Hybrid SON (Centralizeénd distributed: Blue Boxes) take care of configuration of the NEs (Network
Elements, i.e. PNFs and VNFs) in the infrastructure if not already performed through the traditional management systems,
and then proceed to perform E2E federated Autonomic (Closedl 1 Dq AT A #1 Cl EOEOA O3 AO0OEAA
Slice Instance a Customer is consuming.

8) BSS (Yellow Box) embeds the Network Slice Billing System that shall offer billing capabilities per Network Slice Instance,
enabling the billing of each NetworkSlice Instance individually, in the same way as a 5G OSS that shall offer management
AADAAEI EOEAO PAO . AOx1 OE 31 EAA ET OOAT AA AO AT O)1 AEOGEAO

7. The Four 5G Applicatio ns considered in the Overall 5G 01 # 6 C
Network Slicing Use Cases
&1 60 v' ' PPl EAAOGETI T O AOA AT 1 OEAAOCAA ET OEA / OGAOAI1T 01 #
Insurance Application) is ordering the required Network Slices via an order API interacting with Network Slice ProddO 8 O
The table below depicts the mapping between PoC targeted Applications to required Network Slice Types.

- Ou

o
3

Application Network Slice Type required

Connected Cag Infotainment T eMBB(SST1)

1 UuRLLC (SST 2)

1  mloT (SST 3)

1
Car & Home Security 1 eMBB (SST1)
& Infotainment 1 UuRLLC (SST 2)
Hayo (loT) T eMBB(SST1)
Connected Home T muRLLC (SST 2)
Security & Infotainment 1

Smart Buildings & Smart Homes 1 eMBB (SST1)
f  UuRLLC (SST?2)
1 mloT (SST 3)

8. 5G Slice Provider and Consumer Business View of the Overall PoC
(consisting of multiple Demo Cases executed and in plan for
2018/2019 timeframe)

The overall PoC is looking into the practicalities of delivering Smart Insurance in complex digital environments while
protecting user privacy, while taking into consideation Smart Insurance Providers as Key Requesters and Consumers of 5G
Network Slices Delivery Services by Service Providers. Smart Insurance creates a fully custom@ented ecosystem, centered
on a platform that connects every stakeholder in the insurace business insurance companies, brokers and their customers

2 in order to digitize, secure and automate all transactions.
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management,from the stakeholder to the customer, including customer onboarding, contract management, claims handling
and extending as far as confidential medical records management.

4EA O31 AOO )1 OOOAT ARG 1 EEAAAUATI A EO Ahedrindcdd cAr] whidhl afohsioffeling A 1
flexible coverage perfectly adapted to every customer.

Creation of an end -to-end workflow from the user to all parties

Smart Insurance enables creation of an ecosystem specially built for the insurance stakeholdall®ewing the end customer to

contract insurance services online and follow the complete lifecycle of their insurance policy through a secure platform, Vehi
allowing interaction with all Parties of the Ecosystem. The workflow includes the points when a @t Insurance Provider

issues requests for 5G Network Slices Delivery Services by a Service Providigure 5 below illustrates a Smart Insurance
ecosystem.

QualyTrust® Smart Insurance

” \
-~ ‘ Smart Data Insights

o~ /7 N
-~ / \
s l loT \
Sconng
network /)) o conng
B o 1) o
onnecte a \
Connected Car el o s

f Risk Analysss

Hayo (loT) ‘ )») 5G O m

Connected Home
Security & Infotainment ! 0 API ‘ Fraud Analysis
J—_
APl N,
\ 5G o APl @ Cybersecurity
)
Application = o
Car & Home | 5G Data Mashup
Security & Infotainment e
N
~~ \J)f o)
N o B ¥ [T
19 ' )
LY i
Connected Home ﬁ ~  Weather
Location

Events
Figure5: The Smart Insurance Ecosystem

Enforcing end -user Privacy in Usage-Based Insurance (UBI) and or 10T -Based Insurance

UsageAAOAA ET OOOAT AAO AOA T ECOAICEAICAKEDT OODBAAT AOA OEDBOE DA T QI
cars,Pay As You Drive (PAYDYefers to an insurance calculated dynangially according to the kilometers driven. In the near
future, environmental sensors in houses and even in cities will have an impact on tariffs.

Probably, the most sensitive usage of I0T in Insurance concerns health Insurance or mortgage Insurance: ellengh existing
processes are simple, mandating a clear separation between commercial processes and headthted communication is
essential. Such separation must be driven by clearly defined rules, embedded within the Smart Insurance platform.
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Smart Insurance, privacy and the new General Data Protection Regulation

After four years of work, the European parliament has voted the ne@eneral Data Protection Regulation (GDPR),-enforcing
the principles of Privacy by Design, consent, the right to be forgotten and data portability. All stakeholders are obliged to
enforce GDPR in 2018. In that context, the 5G ecosystem we create to supghe PoC use cases must ensure the law (GDPR)
will be applicable in the PoC timeframe.

9.6 AT AT O06 " OOET AOO 6EAx 1 &£ OEA /10
conformant Software for E2E Autonomic (Closed -Loop) Service
Assurance for 5G Network Slices and requi red Programmable Traffic
Monitoring Fabrics and Solutions for Orchestrated Assurance

The ETSI White Paper No.16 describes the two categories that determine the actors or players the GANA model is addressing,
namely: Suppliers (vendors) of GANA Functiondlocks (FBs); and Provider of assets required by the developers of GANA
Functional Blocks (FBs).

ETSI TC INT AFI WG is a provider of assets (such as Specifications and Technical RefidRis) on Use Cases Scenarios and
Requirements for introducing Autoromics in Network Infrastructure Elements/Functions of specific standardized reference
network architectures (e.g. BBF (Broadband Forum architectures, 3GPP architectures, etc.) and their associated management
& control architectures and systems) required bythe developers of Autonomics Functional Block§'hose provided assets are

in form of TR documents on how to introduce autonomics in network architectures such as Broadband Forum (BBF) (see ETSI
TR 103 473) and 3GPP Backhaul and CoretWerk Architectures (see ETSI TR 103 404).

The business value described in ETSI White Paper No.16 for Suppliers (solution vendors) of GANA Functional Blocks (FBs)
concerns the following players: ISVs (Independent Software Vendors); Network Traffic Moniing Solution Vendors, and
Networking Equipment Manufacturers. All of such players can be suppliers of GANA AMC software such as Decision Elements
(DEs) and their associated vendor differentiated autonomics Algorithms (e.g. Artificial intelligence for damic configuration

and control of resources and parameters); GANA MBTS; GANA ONIX; and GANA Knowledge Plane Software in general.

Remark: Demo-2 was mainly focused on Suppliers of GANA conformant Autonomic (Closédop) Service Assurance
pertaining to the GANA Knowledge Plane for the Transport Networks and Core Networks, as well as Suppliers of Programmable
Traffic Monitoring Fabrics that enable OADemand Monitoring and Feeding of Knowledge into the GANA Knowledge Plane for
Autonomic Service Assurance dfletwork Services (e.g. 5G Network Slices); and Suppliers of Solutions for Dynamic Probing for
Orchestrated Assurance within NFV/Clouds (Virtualized Environments) and the Integration/Convergence of Autonomic
Service Assurance with Orchestrated Assurance fdtewly Instantiated Network Senices (VNFs and Service Chains).

10. Demo-1: Smart Insurance Providers as Key Requesters and
Consumers of 5G Network Slices (Showcaseby QualyCloud)

Demo-16 © | AET AT 1 OOEAOOQUIgCIodd A T OCAT EUAOO(,
From Service Provides (SPs)PT ET O T £ OEAxh OEA 03I
AOAAOA EECE OAI OA AAAAA OAOOEAA
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this transformation is bound to open up new business modets highly profitable and recurrent.

4EA uv' . AOx1T OE 31 EAA O&AAOio@eply irBthe@dring years) i© exPeetddAcblived iidkerolsA | (¢
Network Slice Types as described by 3GPP such as eMBB (SST 1), uRLLC (SST 2), mloT (SST 3) which are the first standardize
ones. Indeed, as stated in the Problem statement, in the 10T world,itaxg technologies e.g. NBoT, LTEM can partially answer

this need. However, in Smart Insurance and infotainment (4K /8K, Augmented and /Mixed Reality), Autonomous Cars, Smart
Factories, Smart Building / Smart Home, and others, 5G is expected to meetda@MBB, uRLLGnIOT, (even other specified

by the Service providers themselvesgharacteristics.

The ability of Service Providers (5G Slice Providers) to deliver thoghree key Slice Types and more in the future as enablers

for such servicesorsotoAU Ov ' -aSénticA G S aagld6 ET OAOI O T £ OAOU 1 AOCA AAT
OiT1TAE OT T A AGEOOETI ¢ ADPDPI EAAOQEITO OF 1T Ax OAOOGEAA 11 AAI O Al
imagine today but will emergein the future. 5G Slices are to beealivered by Service Providers in fulfilment of Slice Requests
received from external slice requesters via sel€are portals.

NOTE:Demao-1 of the overall PoC covered this aspect of Smart Insurance Providers as Key Retpresand Consumers of 5G
Network Slices Delivery Services by Service Providers.

The BtoBtoC Scenario covered in Demo-1

The Smart Insurance platform collects data from loT (connected casleA AT OER AT 11T AAOAA EI I Ah 8Q
insurance famework established around availability, security, privacy and usage of the information required in an insurance
contract (i.e. European GDPR).

The ecall Smart Insurance use case illustrates a comprehensive application of the 5G network slices. In thiseg all needed

ET £ Of ACETT j11AAQGEITh AAO OOAOCOO AE#il11TxETC Al AAAEAAdsOh
defined by the subscriber and their insurance contract. Parallel to that, a claim is automatically created dretplatform with

all relevant information. All the parties connected to the platform sharing confidential information related to the accident

(contextual, technical and medical) are notified in order to attend to the emergency and solve the insurance claim
Key Takeaways from Demo -1 of the Overall PoC

The Demo showed to thénteractions of the Smart Insurance Platforms with

1 This PoC illustrates the dynamic onboarding of new Parties to an existing digital ecosystem for Insurance.

1 The lifecycle involves aseries of AP$ such afrdering, Privacy, Party Onboarding, Agreement, Slef¢c. Such
APlsare specified by TMForum(TMF 632 Party Management API, TMF 669 Party Role Management API,
TMF 644 Privacy Management APTMF 621 Trouble Ticket APJ and the Telw industry and the verticals
can leverage themin the 5G Slice services delivery to Slice consumersven by adapting some of them if
needed (very small overhead)

1 The interaction with a 5G Network Slice Provider as Actor in the Digital ecosystem shethere is need for
AAADPOET ¢ AOOOAT O 3AOOEAA 001 OEAAOCS8O "33 O1 iitheAOE!
Smart Insurance Digital ecosysterspace

I The interaction with a 5G Network Slice Provider as Actor in the Digital ecosystem shows teanight be a
need for giving an active role to the partners consuming the Network Slices instances in tesnof
management of such services.

1 This PoC covers a Digital ecosystem within Smart Insuransector, but it can be generalized for any kind of
digital ecosystem involving Parties with different roles and responsibilities, and consequently different
AAAAOO OE Qa&Hvhile@aking@h® Adbgitiération 5G Network Slice Providers as Provider of added
value connectivity tailored to SLA requiremets of a given Digital ecosystenA generic Framework can be
derived to be reused in any other Business context hence avoiding eteng a Framework from scratch each
time there is a needo launch a new projecton PoC or deployment of the business scenarios

1 TheUseCases demonstratecand can be reused in any Digital ecosystethat is Data-centric and where a 5G
Network Slice Provider is involvedare:

0 Create a new party and onboard it to an existing digital ecosystem to benefit from 5G capabilities
0 Manage aworkflow with separation of roles and datathat requires to be exchangedonly between
the rightly authorized Parties
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0 Manage Customer Experience (SLA violations, claims and trouble tickets) proactive and
predictive manner by deploying a Framework for ER Autonomic and Cognitive Service Assurance
Closed Control Loop(s) thamplementthe ETSI GANA Framework in 5G Netwsrk

11. Demo-2: G-SON Evolution for 5G, Hybrid -SON Mappings to the
ETSI GANA Model; Federation of GANA Knowledge Planes to
achieve E2E Autonomic (Closed-Loop) Service Assurance for
5G Network Slices? through a Real Implementation by
Cellwize

Demo-26 O | AET AT 1T OOE A O O Ceivize, Dtarge, inCeligerit, Alak @@ tPv6 Forum

This Dema2 of the PoC is focused on-S8ON Evolution forsG, Hybrid SON Mappings to the ETSI GANA Model, and Federation
of GANA Knowledge Planes for E2E Autonomic (Closkdop) Service Assurance for 5G Network Slices through a Real
Implementation achieved by a partner of the PoC Consortium. As such, Deghoovered the Autonomic (Closeeloop) Service
Assurance Use Case for 5G Network Slice(s) and the coverage in a Framework for E2E Autonomic (Cloged) Service
Assurance for 5G Network Slices achieved in Der# The Demo presented and discussed the following:

1 The GANA as enabler for Vendors to Implement Components required by Telecom Operators in implementing a
Framework for E2E Autonomic (CloseeLoop) Service Assurance for 5G Network Slices and the Roadmap to achieving
that goal.

1 The value in the following ETStHocuments: ETSI GANA Model (ETSI TS 103125 GANA Instantiation onto the 3GPP
Backhaul and Core Network Architectures (ETSI TR 103 404); and GANA Instantiation onto the BroadBand Forum
(BBF) Architecture Scenarios (ETSI TR 103 473).

1 How Cellwize CGSON ad its framework for policy control of D-SON implements the GANA Knowledge Plane for the
RAN

1 Cellwize provides an implementation of the GANA Knowledge Plane for the Backhaul of some degmagthis software
has been implemented as an integral part of Cellae GSON

1 Demo of Cellwize €ESON GUI and its Provisioning GW as an Implementation case for the ETSI GANA MBTS (Model

Based Translation Service) Functional Component

How GANA for the RAN is realized by Hybrid SON-EON (cognitive) complemented by EBON ineNBs)

How Cellwize GSON and its framework for policy control of ESON implements the GANA Knowledge Plane for the

RAN

1 Cellwize implementation of the GANA Knowledge Plane for the Backhaul of some degree and how this software has
been implemented as an intgral part of Cellwize CSON

1 Connected Cars Use Case and associated requirements eBQ@N

The Demo?2 addressed various aspect$A) to (1)) listed and highlighted below.

NOTE:!! 1T O i1T OA AAGAEI O 11 GION saludob 66 SlEAs&faieate Avaitaldd inl theEDER 5 O
Report and Slides accessible at [3h(tps://ntechwiki.etsi.org/index.php?title=Accepted_PoC_proposaly, and so readers are
encouragedto access the Dem@ Slides from [3].

A) Unifying/Integrating Architecture for ETSI GANA Knowledge Plane, SDN NFV, E2E Orchestration, Big-Data driven
analytics for AMC (Autonomic Management & Control)
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The Demo-2 alsolooked into how the industry can be guided by théntegrating Architecture for ETSI GANA Knowledge Plane,
SDN NFV, E2E Orchestration, Blgata driven analytics for AMC (Autonomic Management & Canot) to further elaborate on
the APIs (Application Programming Interfaces) necessitated by the Unified Architecture as well as Protocol Requirements for
enabling GANA autonomics components in general to communicate with each other in driving autonomicsamarticular
architecture and environment. Figure 6 depicts such a Unifiefintegration Architecture.
The industry can continue to elaborate implementation oriented details on Reference Points and associated API and Protocol
Requirements defined in ETSI T$03195-2 for the unifying (harmonizing) architecture for thesecomplementary paradigms
and contribute to the evolution of the standards in ETSI accordingly.
The community is therefore encouraged to continue to contribute solutions that address the APIsdProtocols Requirements,

to ETSI or other SDOs/Fora such as TMFum, IETF, etcMost of the APIs can be implemented as RESTFul interfaces and there
are a lot of Open Source Tools and code that can be used to implement them, but OSS vendors, Orchesteatdors, and SDN
Controller vendors are also able to provide NorthBound Interfaces that can be used by the Knowledge Plane DEs to program

AU OEA $ %08

G\IA Knowledge Plane (KP) — With Network
Modular, Loadable, Evolvable Analytics/Autonomics Algorithms for AMC Software

or Replaceable GANA
Network-Level Decision .
Elements/Engines (DEs)
implement Autonomics
Closed Control-Loops. [i.e. DEs
can be replaced by DEs that
exhibit better algorithms]

Big-Data Applications &
for Analytics-Driven
J T

Orchestration

Query &Find

ONIX

Publish/Subseribe,

Paradiam for Info.
{Overlay Network for Information eXchange) Servers

(Hybrid SDN: Multi-Protocol
Southbound Interface and Multi-APls
Northbound interface, and the
Controller “may” be capable of
controlling both physical & virtual
elements (e.g. physical and virtual
switches))

/_ SDN Controller

Cognitive Algorithms for
Analytics, Knowledge
Derivation,
Representation and

Presentation

and Presentation

Cognitive Algorithms for
Analytics, Knowledge
Derivation, Representation

h A

Multi-Protocols SBI:
OpenFlow, NETCONF, SNMP,

Network infrastructure

MBTS Libraries ?"

!CEP, OVSDB, TRO6S, BGP, ey

Monitoring Tools, Platforms, Probes

(Feed Data to Collectors)

( NFV Orchestrator

ETSINFEV
MANO
Interfaces

ABGOTTiT i1 EAO A

The GANA
Knowledge Plane as
the Brain for
Implementers to
Design and
Implement Advanced
Cognitive
Management &
Control (AMC) DE
Algorithms

Figure 6: Unifying Architecture for ETSI GANA Knowledge Plane, SDN NFV, E2E OrchestrationDBig driven analytics for
AMC(Autonomic Management & Control)

B) Architecture and Role of the GANA Knowledge Plane for the Transport Network (e.g. for Fronthaul and Backhaul) in
Autonomic (Closed-Loop) Service Assurance for 5G Slices
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In feeding data to the Knowledge Plane, various data sources indicated play a role, including Performance ManaggrfPM),
Fault-Management (FM) platforms, Telemetry data from Physical Network Functions (PNFs) and Virtual Network Functions
(VNFs), Link Tapping and SPAN ports on switches that are used to build a TAP and SPAN Aggregation Network that feed data
into tools like probes that are used for traffic analyticsFigure 7 depictshow aGANA Knowledge Plane for Transpoftletwork

can be implemented
r/GANA Knowledge Plan\e
for the Transport Network

v
0SS/BSS

L3

E2E Service Orchestrator

A\ 4

Network Level Decision
Element (DE): QoS

Management_DE
Powered by Complex Analytics for
Autonomics/Al (Cognitive)
Algorithms and Complex Event
Processing (CEP)—all for
Autonomics

A\ 4

v

Hierarchical SON Federation
Controller

1 IP SDN
Controller

In!o/Kliwledge/Dau(e. . Events and KPIs) that need to be fed
into higher level Analyti¢s/Autonomids, e.g. from PNFs/VNFs,
Probes) Data Collectors INMs/EMs, PMs, FMs, etc.

Traditional Service
Assurance

Platforms (e.g.

....................

v

PM,FM..)

Data Collectors

» ". : ;" l" _']Jnk T‘p‘;' )" )
/ Tools e.g. Prob
ﬁ Py ....& .,‘f ools e.g. Probes
. " _{ Programmable Passive TAP & SPAN
q
Sensors/ monltorng g ggregation Networks (Fabrics), a

components embedded in

NEs Probing Infrastructure

Figure 7: lllustration of how to implement and integrate a GANA Knowledg®lane for a particular network segment (e.g. a
Transport Network) and integrate it with other management and control systems and with monitoring and service assurance

related components

C) A Single Shared Instance of a GANA ONIX for the RAN GANA Knowledge Plane (C-SON), Transport Network GANA
Knowledge Plane and Core Network GANA Knowledge Plane is Possible Scenario
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G,

MBTS, NE

(K) thatstoresinfo [~ — == — =~
purely in ONIX
Native Formats, e.g.

wiytne Relational
purely in ONIX Native ” DataBase (X
Formats, e.g. YANG =

Storage (N)

ONIX-EX-Proto(s of some

Application: ONIX-EX-Proto(s)
weather

Social network ONIK-EX-Proto(s)
WoT

7
Data Collector that stores Monitoring
Data from the network Infrastructure

u“ed Autonoi“‘c'
li\:lca):\ll);:' [ »Non-ONIX Native“ J
User, e.g. Data/Information Repository User
GANA DE,

External”
DataBase

KEY:

* ONIX-EX-Proto(s)= ONIXs External Protocol(s)
* NE = Network Element (Physiccal or Virtual)

* VNF = Virtual Network Function

* Direct-Data-Access = Direct Data Access
Interface exposed by the Server, supporting
access methods such as LDAP, SPML,
Diameter, API, etc.

Figure 8: Illustration on how the ONIX systems can be implemente@more details on ONIX system concept are found BTSI

TS 1031952)

ONIX as RealTime Inventory for various types of information

1 Useful for Inventory awareness of changes over time, including Cache of Historical Decisianade by GANA

Knowledge Plane DEs

1 Near real time updates and extended autdiscovery, thanks to Publish/Subscribe Paradigm employed by ONIX
1 Cognitive Algorithms running on some Information Servers in the management of certain information and knowledge

makesONIX a Cognitive inventory
ONIX can be used for dynamic maintenance of network slice configurations
Realtime topology mapwith context views of virtual networks, services & applications

=a =4 =

database of record due to their dynamic nature
1 Provides a registration methodused to discover & maintain services & resources

D). Hybrid-SON Mappings to the ETSI GANA Model

23
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Figure 9is an illustration of Hybrid -SON Model Mappingsto the ETSI GANA Modednd how GANA for the RAN is realized by
Hybrid SON (ESON (cognitive) complemented by EBON in eNBs)The diagrans illustrate how the 3GPP Managemen
Architecture maps to the ETSIGANA Model, e.g. how-8ON corresponds to a GANA Kndedge Plane(GANA level 4) for the
RAN and how BDSON maps to GANA levels 2 and 3.

3GPP Management Architecture , liouctyol o
: " eison lements o
(entralized SON and Distributed SON s DE| fogadive
. — A s mi
QOrgenization A Organization B ~ ‘ Deep Learning
/ E““ . NG T Rk VoA 0.)
Supplied by \ 3 { Network Level Fiuit 0E i Network Level DEs
vty A Wm'gn*wﬂ ! Other Network Level DEs (AL
ol 2.9, Network Level QoS Management E |- Copie
A tatey Mtns
Sg;dgy Nl e | el e vt Outer Control Loop (e Vachine
Rfarges
F e P fort ru' @ :“m
ﬁ ﬂ N route, ermini, swich | [ NE (rouer host, swch, Leaming). )
) ‘ gateway, base-station, efc.) garmy base-station efc )
g _:J;L % ﬂ Node Main 0 | Node Ml m ’ Node Level DEs WW
2 o= n
gl Ul UEDSRRISONTESON) | g w8 g . Noll)r (GANA Love)_ Copple
n_g_ L w Bl ] forchons raning on eABs; Hgorttos for Al
— Network Element L]
Y, ¢
| A | 5 (NE) Physical or Functiondevel O, g, Function Level DEs zr:;i.m
A \ | \ Virtual JX oS Management DE (GANA Level) m
& [0 ] T @ ou| e F @ ow el
Nanaged Entes fiEsf [ !
AN vendors ncrmally supply NEs (RNCS, NodeBs, eNodeBs elc ) tageter wit the Bement Wosager (EM) Resaurces, | . Protocols, ) ) Protocol Level DEs
The only really stordardized interfoce i the EM north bound Type 2) nterfoce; typicolly conformant wih 32 on 28 seres Stacks & Mechanisms, and (prtned snd assgned % + (purtsted andsssghed [GANA Level1)
of 36PPstandord Agplication Layer Applications( | § L] 06 L 06
Harfenty

Referencs
GANA for the RAN is realized by Hybrid SON (C-SON (cognitive) complemented by D-SON in eNBs)
SON Function = GANA Decision Element (DE)
C-SON with Cognitive SON Functions = GANA Knowledge Plane for the RAN
D-SON = GANA Levels 2 and 3 DEs Implementation

Figure 9: Hybrid-SON Model Mappings to the ETSI GANA Model
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HOO; Mobility Assurance & MRO Mobility_Management_DE oy .. Network Level QoS Management DE
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LBO;MLB (Load Balancing & Traffic  QoS_Management_DE Network Opetaer
Steering); APO; Vel
Refoiees|
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SON NE (outr, i) s,

NE (ruter, ost stch, |~
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Functions introduced |
either in Node Mk, D€ |
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\ NE’s entities that expose such ol
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Figure 10: Illustration of SON Functions Mappings tothe ETSI GANA Model, -BON mapped to GANA Levels 2 & 3 DEs
Implementation

The diagrams in Figure 10 and Figure 11 provide illustrate how Hybrid SON and the associated SON functions 808! level
and at BSON level implement the GANA for RAN.
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Buteq Autonomi®®

I D-SON (GANA Levels 283 C-SON (GANA Level4

Network View Micro edge network view imited to the equipment vendor eNodeBs Entire Network (bigger picture) view spanning across vendors and technologies

D-SONfunctions have access toa limited data sef of the edge eNodeB  C-SON has accessto a wide data sef covering all node types (eNodeB, NodeB and BTS) and external
and its local neighbourhood data sources (e.q., analytics and crowdsourcing)

Data Accessibility

D-SON functions operate with knowledge fimited to local surrounding
Operational Restrictions environment and only control own node. Local execution at the netwark
edge.

Multi-Vendor D-SON only works on own equipment complete Multi-Vendor support

4G only
Cross Technology (") Proprietary D-SON solutions exist in 3G (ANR, Scrambling Code 26, 3G, 4G
colision defection)

Customization flexibility Proprietary "black-Dox" functions with imited (complex) flexbilty High degree of flexibility, simple to adapt to MNO policies

Entire network orchestration & coordination covering both C-SON and D-SON functions across
vendors, technologies and network layers

imited o eNodB data Mutidimensional data

m Short cycle fime (mSec)- Real Time use-cases longer cycletime (min)- Near Real Time use-cases

UEs required to read CGl of neighbouring cells, hence can impact inter-

C-SON functions operate with complete visibilty of all nodes and control the entire cluster. Centralized
execution at the 0SS level.

HetNet Orchestration Islands of D-SON functions

(-SON collects centralized information through existing North Bound Interfaces (NBI) and has no

Periomiance Load BRI 2 IE 217 COTT = T e T TP Esoes impact UE performances. High degree of coordination across a wide geographic area including D-SON

and Coordination the netwark is densified creating possibily of inconsistenciesiconflicts . ‘p y pe -Figh g€ geograp gL
(e.9., PCl confusion) ISanes.

CCO (Antenna filt Optimization)  JUEIEIEWS Mutti-band & technologies CCO supparted

PCI calision detection (anly) PCI detection and automatic comection

Policy enforcement Not available Seamless palicy enforcement and consistency management

Not avalable (e.g., ANR IRAT) Crosstechnology support LTE toffrom UMTS & GSH
RACH Optimization Not available (RS & Cell Range) R31 & Cell Range optmization use-cases supportd

Integrated into eNB RRM , : _

activites ayerd) Utilized by D-SON MLB & MRO edge functions Infeasible for a centralized architecture

SwapRehoni limted support as D-SON functions tiize 3GPP CGl as the unique C-SON flexibility allows for MNOs customs node identifier to be utiized for equipment swap or
WapiRenoming process identfier of each node rehoming procedures

Cell Outagel Detectionand AR based campensaton Cluster level AlNR and CCO based compensation with embedded rollback mechanism triggered when
Compensation (CODC) outage has seized

Figure 11: GANA Knowledge Plane Level Autonomics{80N) vs GANA Levels 2&3 Lower Level Autonomics-@DN)

E) Cellwize 5G RAN Service Assurance Workflow for C-SON (GANA KP for RAN)

Demo-2 Slides available (accessible) at [3]h{tps://ntechwiki.etsi.org/index.php?title=Accepted_PoC_proposals provide a
lot more details on the Cellwize €SON for 5G Solution and other Cellwize Capabilities.
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Figure 12 provides more details on the covered aspects in this D®o-2 against further targets. This also serves as illustration
of Cellwize 5G RAN Service Assurance Workflow forSON (GANA KP for RAN)

Federated GANA Knowledge Planes (KPs) for RAN, X-Haul and Core Nets)

Big Data Collection

l

[

Enhanced Data Analytics & Agile Machine LearningModeling ~ Proactive Service Assurance

P

Analytics

¥ Yes |

feedback loop

(Sub-) Slice Instantiation

modified per NSI. Shared physical

Radio b_SLf, \ configuration of a sub network
Measurements 9 jectl;/es slice subnet instance with Physical
2 Y ' e and/or Virtual Network Functions
Cell Level KPIs - CO"eCtIV:
y etioabd . Actions
ety = , Logical parameter Y
7 Agile Data ~diistinent GANA
Core Network Data [o} Modeling J Knowledge
o & g e.g. upgrade, reconfiguration, NSI blane DEs of
. = Rl scaling. NSl capacity, NS! topology, an_e S0
User Classification [s1] = association and disassociation of SPECIﬁC
® 2 i Knowledge
I 8 Pl
L Physical parameter ane
0 Control Loop dititment
Network behavior adjustmen
analysis and pattern physicallyisolated from the other
QAtarget ! fECONRION adlomale NSls, all physical resources can be
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Remark: There is More on Data Sources for the KPs and KP Interfaces with 0SS, EMs/NMs, Orchestrators, SDN, ..

VNF - Virtual Network Function

Analytics

r
celwze? |

NSI - Network Slice Instance

Figure 12: Cellwize 5G RAN Service Assurance Workflow for&DON (GANA KP for RAN)

KP1 - Key Performance Indicator  SLA- Service Level Agreement

F) Cellwize Provisioning GW as an Implementation case for the ETSI GANA MBTS (Model-Based Translation Service)
Functional Component

The following diagram (Figure 13) illustrates the Cellwize 5G RAN Service Assurance Blueprititalsoillustrates how the GANA
components are implemented by the Cellwize Solution Blueprint, with mappings of the GANA Decisimaking levels
(including Knowledge Plane)and their roles in fulfilment of autonomic service assurance of a Network Slice Instance (NSI).
On the interfaces between ONIX,-S8ON and the MBTS characterizations on what communicated on the interfaces are
provided. The implementation shows how the Cellwize Provisioning GatewayGW) is an implementation for the MBTS
function. More details on the Cellwize&Service Assurance Coverage Map for ®@n be found in the slides available at [3].
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Cellwize 5G RAN Service Assurance Blueprint

Network Policy
Data Modeling ¥~

loading and TS
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|
0-Touch NR Auto creation and policies o Action
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Remarks:
(1) MBTS Interface with DEs must be a strong interface for continuous real time status and configuration knowledge streaming from the MBTS to DEs and
immediate implementation of slice modification/upgrade actions issued by DEs towards NEs.

(2) The MBTS stores knowledge from network raw data into ONIX, while streaming it to the DEs in real-time. MBTS may also pull Data/Info of interest from
ONIX (e.g. configuration data available through ONIX)

(3) The Cellwize provisioning gateway represents an implementation of the GANA MBTS for the RAN that can be opened for other Knowledge Plane service
providers

Figure 13: Cellwize 5GRAN Service Assurance Blueprint as lllustration of Implementation case for the GANA for RAN

The following diagram(Figure 14)illustrates the CellwizeProvisioning GW as an Implementation case for the ETSI GANA MBTS
(Model-Based Translation Service) Fuctional Component as well as a characterization of the interactions on the interfaces of
the key components of relevance to therovisioning GW It shows how theCellwize GSON Provisioning Interface architecture

is built to translate vendor agnostic comnands to vendor specific languagéan aspect of MBTS functionality).

October 2018 ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/
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Vendor-Agnostic Actions from SON

o D wicioning AP
The Cellwize C-SON Provisioning Interface via Frovisioning

architecture is built to translate vendor
agnostic commands to vendor specific

language:
Provisioning AP
(1) C-SON modules (DE’s) are aware about vendor Manual 0SS-Agnostic
specific peculiarities but operate vendor Provisioning

agnostic,
Network policies

(2) The CSON internal, unified language ®| - ﬁ -‘ drul
translates to vendor specific commands inside anerues
0SS Translators. I Provisioning API
a) y | | Manual Provisioning

Network policies and operator rules are
applied through the 0SS Translators Plans, 0SS/Vendor

(4) Operational Network status information is
processed into network knowledge (e.g. KPls)
and used tofeedback corrective actions

KPI - Key Performance Indicator 0SS - Operating Sub System
Figure 14: Cellwize Provisioning GW Mapping to GANA MBTFsinction

The following diagram(Figure 15)illustrates the current mapping and required evolution ofthe Cellwize Provisioning Gteway
(GW)towards MBTS for RAN.

October 2018 ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/
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GANA Network
Level DE’s

The current mapping and required evolution of the
Cellwize provisioning gateway towards 575 for
RAN can be summarized as follows:

Vendor-Agnostic Actions from SON
via Provisioning API

(1) SON Actions represent network adjustments that map
to the GANA Decision Element (DE)

(2) The envisioned 5G architecture requires an evolution of
the 0SS dispatcher for MBTS to communicate directly
to Managed Entities (ME's), PNFs and VNFs

(3) The provisioning API may be used as Governance and
Administration interface for manual parameter
enforcement, provisioning, policies and rules

(4) Inter GANA KP communication and coordination APl is
needed for cross KP (RAN, xHaul, Core) MBTS domain
function sharing

(5) Unified KPIs (operational), Policies, Fault Management
information and SON (DE) action logs can be provided
through ONIX and in some cases directly through the F-
MBTS (e.g. to trigger cross domain control loops)

KP - Knowledge Plane DE - Decision Element ME - Managed Entitiy NE - Network Element VNF - Virtual Network Function  PNF - Physical Network Function
Figure 15: Cellwize Provisioning GW Mapping to th6&ANA MBTS for RAN

G) ONAP Mapping MBTS for 5G Slice Service Assurance

The following diagram (Figure 16) illustrates an ONAP mapping (usage of ONAP componenis)the realization of an MBTS,
taking into consideration,Big Data CollectionEnhanced Data Analytics & Agile Machine Learning ModelingndProactive Slice
Optimization aspects.

October 2018 ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/
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Physical Parameters Adjustment

Feedback Loop I
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analysis and automatic |
|
|
|

RAN Controller
physicallyisolated from the other
NSls, all physical resources can be
modified per NSI. Shared physical
resources can be optimized across
all Slices

model calibration

Pull analytics 1‘

MBTS Function

ONAP Mapping SON Function

Figure 16: ONAP Mapping MBTS for 5G Slice Seriassurance

H) Cellwize Solutions and Case Study on 5G Slice Autonomic (Closed-Loop) Service Assurance Use Cases

The following diagram (Figure 17) illustrates the Connectivity Ecosystem for Connected Cais which Cellwize has solutions
that address various aspects of relevance to autonomic service assurance of 5G Network Sligse details on theCellwize
Cellwize solutions can be found in the slides available at [3].

The 5G Slice Autonomic (Closedoop) Service Assurance Use Cases demonstrated in this Defhare:
1 Connected Cars Use Case and associated requirements eB®@N

October 2018

ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/
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Dashboard
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=~ SDK

Sensor

V2X/DSRC

Connectivity Eco System for Connected Cars

Proprietary & Confidential

Figure 17: Connectivity Eco System for Connected Cars

1 Manage Customer Experience (SLA violations, claims and trouble tickets) in proactive and predictive manner by
tacking advantages from Autonomic and Cognitive Service Assurance Closed Contrag(e) that implement the ETSI
GANA Framework in 5G Network

1 Describe Standards Gaps being revealed in attempting to specify a Framework for E2E Autonomic (Closed Loop)
Service Assurance for 5G Network Slices. This is the case when considering FederatioBANA Knowledge Planes
(KPs) for E2E Autonomic (Closed.oop) Service Assurance for 5G Network Slices through the interworking of a GANA
Knowledge Plane for RAN (realized through Centralized SON (S@lfganizing Networks) with cognitive SON
functions), GANAKnowledge Plane for the Transport Network (e.g.-kaul/Backhaul) and a GANA Knowledge Plane
for the Core Network, for correlated assurance of RAN Subnetwork Slices, Backhaul Subnetwork Slices and Core
Network Subnetwork Slices
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The following diagram (Figure 18) illustrates the # A1 1 x ESOM dagabil#ties for 5G Network Slice Assurance, as well as the
interactions with other key Functional Blocks of relevance to E2E Autonomic Service Assurance of 5G Network Slices, while
giving particular attention to 5G GSON Abstraction Layer More details onthis can be found in the slides available at [3].

Service requirements

GANA Knowledge Planes
— for RAN (C-SON), x-Haul
and Core

GANA

SLA Template /

Service Demand

Mapping
Status, CEM

G-MBTS

Service requirements

Service availability and authentication

control
loops

Figure 18: 5G GSON Abstraction Layer

GANA KP DEs for RAN

Mobility Assurance

Adjustments | Analytics GANA ONIX

cellwize?

Unified NSl Policy || MassiveMIMO Multi RAT
Optimization Orchestration
ervice ) . .
e Service Retainabil Carrlel_‘ External
> n e Assurance Aggregation W
Service availabilityand authentication == nalytics
Slice Resource Load Balancing /
Optimization Traffic Steering Rollout
atus,
Policies Self Healing

0-TouchNR

Multi-RAT
Connectivity

/ Robustness

In-Car Entertainment

Insurance
Autonomous
Driving
Emergency Call

SW Upgrades

Traffic Routing

Slice As A Service

The following diagram (Figure 19 is an illustration of loT Slice Lifecyclefor Connected Carsand Cellwize solution coverage.

More details on this can be found in the slides available at [3].
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v

Time

Figure 19: loT Slice Lifecycl€or Connected Cars

The following diagram (Figure 20 is an illustration of Connected Car ServicéAssurance use case for 5G network slice
management and optimization andthe coverage byCellwize ®lution. More details on this can be found in the slides available
at [3].

October 2018 ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/
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Figure 20: Connected Car Service Assuranese casedr 5G network slice management and optimization

The following diagram (Figure 2J) is an illustration of Cellwize Solution for Connected Cars (dighway Use CageMore details
on this can be found in the slides available at [3].
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* The orchestration of enhanced big data analytics in combination with immediate access to unified policies and real time provisioning of NSI modification
actions

* The Federation of GANA Knowledge Planes (KPs) for Radio Access-, X-Haul- and Core Networks, and strong interfaces with 0SS, EMs/NMs, Orchestrators,
SDN, .. for prompt access to knowledge for the KPs

kY, # JQ celwize?

Demanded NSI Service Level performance can be assured through:

Figure 21: Cellwize Solution for Connected Cars| Highway Use Case

I) C-SON -ONAP Architecture, using ONAP Components to implement GANA Knowledge Planes (Advanced ONAP for
implementing ETSI GANA Standard Requirements)

Demo-2 Slides available af3] (https://ntechwiki.etsi.org/index.php?title=Accepted_PoC_proposal9 provide insights on this
topic. However, White Paper No.2 of this ETSI 5G PoC prowsaeore up to date information and details on this subject, and so
readers are encouraged the White Paper No.2 as well.

Key Takeaways from Demo -2 of the Overall PoC
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The following are the key takeaways from Dem@;

1 The Service Assurance for Network Slices should be achieved through Clos@edp (Autonomic) Service Assurance of
the E2E Network Slices by means of a Federation of Autonomic Service Assurance Componentscthiectively work
together in an E2E fashion to deliver Network Slices Assurance and adaptive network resource programming across
the network segments delivering the aggregate Network Slices, e.g. across Access Networkdau (Fronthaul and
Backhaul) and Core Networks. SON (Sedrganizing Network) functions for the 5G RANSs should interwork with GANA
components such as GANA Knowledge Plane components to deliver E2E Autonomic Service Assurance of Network
Slices for Sel* features for network slices, suh asSelfOptimization and SeHHealing of Network SlicesFor Telecom
Operators, all this constitutes aramework for E2E Autonomic (Closddop) Service Assurance for 5G Network Slices
that should be implemented by Operators

1 Cellwize GSON and its framewrk for policy control of D-SON implements the ETSI GANA (Generic Autonomic

Network Architecture) Knowledge Plane for the RANwhereby a DBSON Functioils aGANA Decision Element (D&ijd

GSON with Cognitive SON Functions is GANA Knowledge Plane foAtke R

Cellwize provides an implementation of the GANA Knowledge Plane for the Backhaul to some degree

GANA for the RAN is realized by Hybrid SON-@DN (cognitive) complemented by EBON in eNBs)

The Cellwize ESON Implementation Opens a Door an@pportunity Towards a Specification/Standardization of

an MBTS (Model-Based-Translation Service as a mediation service between Knowledge Plane and NEs)for RAN

(an MBTS that also covers 5G)

The GANA model empowers Autonomic (Closed -Loops) Service Assurance for 5G Network Slices

4EEO %43) uv' o01# EO Al AOE £UE I IFamedéidfor EZENAGENOMIA(ClesddQam A O O

Service Assurance for 5G Network SlicesA E2E Autonomic Slice Assurance shall be achievable through the

Federation of GANA Knowledge Plas for RAN (ESON), Front/Backhaul and 3GPP Core Network, complemented by

lower level autonomics, for Multtdomain state correlation and programming by the GANA KPs (RAN, DC, MEC,

Backhaul, Core Network)

I There is aneed for Integration/Convergence of Aut onomic Service Assurance with Orchestrated Assurance in
OEA #AOOEAOT/ PAOAOT 060 %l OEOI 11 AT O

1 Further Study on how to exploit and evolvéODNAP Components to address ETSI GANA Requirementsshould now

be triggered and contributions to ONAP and othe®pen Source Projects like TIP (Telecom Infra Project) and BBF

CloudCO and Open BroadBand should now be launched based on Liaisons between ETSI NTECH AFlI WG and TIP,

ONAP and BBF. ETSI NTECH AFI WG has established Liaisons with ONAP, TIP and BBF in order to semkatida

on this 5G PoC and its various planned Demo phases.

1  We arecalling upon the IPv6 Community to Showcase in this PoC and Discuss more on IPv6 Features that play
a role in Autonomic Management and Service Assurance in 5G , and IPv6 expectations in 5Graffic Flows and QoS
Tuning

1 Hybrid -SON Model (Combining GSON and DSON) is an illustration of ETSI GANA model for the RAN

= =4 =4

=A =

12. ETSFGANA Model as key Enabler for 5G: High Level Design Principle

4EA 1&) 71 O0EETC 'O ODP ET %4 3(prévidusly hodted i ARSE TCENAECH)S #hé leddibg@OupA |
in the standardization landscape for Autonomic / Cognitive Management & Control of Networks and Services, has a
comprehensive work programme which comprises deliverables on: a reference model far Generic Autonomic Network
Architecture (GANA); an implementation guide for the GANA reference model; and autonomiesabled implementation
oriented network architectures and their associated management and control architectures that are a result of GANA
instantiations onto various reference network architectures and their associated management and control architectures
defined by standardization organizations such as 3GPP, BBF, IEEE,-TTdnd other Standards Developing Organizations
(SDOs).The following ETSI White Paper summarizes the activities and deliverables:
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Indeed, ETSITCINT AFlI WG has made significant progress in developing standards that prescribe methods and mechanisms
Al O ET 001 AGAET ¢ OET OA1 1 ECAT AA6 ET OEA 1T AT ACAI AT O AT A AI1T O
GANA. Namely the applicdET 1 1T £ OEA O! 001111 EAO6 DAOAAECIi h xEOE OEA ¢
for self-managing and seMadaptive networks that enable to achieve OPEX reduction through Autonomic & Cognitive
Fulfillment & Service Assurancésee hitp://appledoreresearch.com/product/closed -loop-automation-new-role-assurance

researchnote/)
| OEAO AATAEEOO O! 0061111 EAO6 hAOEdadO of v reveAud sstre@nt in 5CDakedA Wher® O
Autonomics and specifically GANA can be key Enabléiip://www.iwpc.org/workshops/2016/2016  -06-DT/agenda.html

More Background Details on the ETSI TGINT/AFI WG 5G Network Slicing PoC (with Autonomic (Closed -Loop) Service
Assurance for Slices) and 5G PoCs landscape

I £FOAO OEA EEOOO v' OAlI AGAA OOAT AAOAEUAOETT OI O1 A j . efferts 6 O
that took off, ITU efforts on 5G that took off, and the initial 5G roadmaps that were laid out by the diverse players in 86,
acceleration process was undertaken in 2017. Most of key Mobile Operators are pushing things this way by announcing
aggessive roadmaps and seizing key events (sporélated) to use them as 5G playgrounds where all 5G players try to deliver
their best products and solutions and to demonstrate the first benefit 5G brings and the huge promises and perspectives on
how 5G will nicely complement 4G. This acceleration will pave the way for the commercial deployment of 5G.

From Testing & Trialing side, various initiatives have been launched and there is a need for harmonization in terms of
methodology, assessment approaches, im@perability, KPIs consolidation as a foundation to facilitate this move. This is the
reason why this ETSI INT 5G Network Slicing PoC aims at collaborating and liaising with othedustry driven 5G PoCs
initiatives but not limited to initiatives suchas N - . uv'  44)h 4-&1 00i Ou' 3AOOGEAA /| PA
Forum (BBF) 5G related PoCs programs.

13. Federation of GANA Knowledge Planes to achieve E2E Autonomic
(Closed-Loop) Service Assurance across various network
segments/domains

E2E Autonomt Service Assurance of E2E Network Services (including 5G Network Slices) shall be achievable through the
Federation of GANA Knowledge Planes (KPs) for specific network segments/domains , and complemented by lower
level autonomics in Network Functions(NFs), for achieving Molistic Multi-Domain State Correlatiorand adaptive resources
programmingd A UGARAEKRsfor Access Backhaul, andCore Networks (as illustrated below (by figures 22 and 23).

The scope of Federation of Knowledge Planes may be extendedcover other domains beyond the core network, such as a
Data Center Network hosting some Tele€loud Network Functions or even IT ApplicationsService Providers seek to deploy
such aFramework for E2E Autonomic (Closed -Loop) Service Assurance for Networ k Services as illustrated below and in
ETSI TR 103 404nd the Reports available at [3]

ETSI TS 103 198 provides guiding principles that help implementers to implement Federation of GANA Knowledge Planes
across multiple domains (including administrative domains). ETSI TR 103 404 and ETSI TR 103 473 provide insights on
Federation of GANA Knowledge Planes for various network domains/segments that are very useful for implementers. For more
information and PoC results and requirements on Federation of GAN¥howledge Planes for E2E Autonomic (Closedoop)
Service Assurance across the various network segments/domains readers should also refer to [3][4].
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The figure 23 presents the illustration that E2E Autonomic Service Assurance shall be achievable througte fhrederation of

GANA Knowledge Planes (KPs) for specific network segments and domains andComplemented by lower level autonomics

(GANA levels 2&3 DESs) in NEs/NFgor Holistic Multi-Domain State Correlation and resources programming by tHeANA KPs
for Access Backhaul, andCore Networks. Service Providers seek to deplofFramework for E2E Autonomic (Closed-Loop)

Service Assurance for Network Services.

GANA Knowledge Plane ”
GANA Knowledge Planefs) for M

forRAN ™ Backhaul and Core Networks
e ~ (Higher level DE)

Network Level
Coleborsien D (GANA Leveld
Reference [ Oehewdlewds
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= B |/ GANA Levels 28 3

Zal ||| 1™ Ngt L BAE—CDES for COMe | e men

(L . ' b ;!a Z | Levels
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memmma—— ._ "‘ ----~Q‘ L".Ia'“
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oo Extract from ETSI TR 103 404

Figure 22: Federated/Interworking GANA Knowledge Planes for RANBackhaut and 3GPP Core Networks complemented by
low level autonomics

Figure 22 illustrates such a framework based on ETSI TR 103 404, which discusses the subject of the need for federation of
GANA Knowledge Planes for specific network segments to achieve eiedend autonomic service assurance.
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In the ETSI 5G PoC discussed in this paper, a 5G network slice in the core network can be instantiated as a virtual EP@¢Hvol
Packet Core) in what is referred to as the NeStandaloneArchitecture (NSA)Core Network modethat is being deployed along
the transition path to 5G SBAService Based Architecturgbased core networkor StandaloneArchitecture (SA).

For a Service Based Architecture (SBA) 5G core network, the aspect of Federation of GANA Knowledge Planes foatioes
network segments as part of the outcome in the ETSI 5G PoC is illustrated below, on the figzBe

As Distributed SON (BSON) is an implementation of GANA Levels 2 and 3 Autonomics in eNodeBs, similar NE (Network
Element) level autonomics is requied in NEs of the other network infrastructure segments such as Backhaul and Core Network
segments. NHocal (NodeInternal) and Distributed DE Algorithms for GANA Levels 2&3 Autonomics in the Core Network
elements/functions.

Examples of Requirementsfor NE level autonomics (GANA Levels 2&3) that can be implemented in the Core Network NEs and
policy-controlled by KP DEs as described in ETSI TS 10319%2], are as follows (refer to ETSI TR 103 404 for more details):

NE Auto-Configuration

MME (Mobility Management Entity) Pooling

Energy Saving

Signalling Optimization

Latency Optimization

Fast Gateway Convergence with Bidirectional Forward Detection
Dynamic IP Pooling

Too o oo T T T I

The Dema2 of the PoC focused on-SON Evolution for 5G, Hybrid SON Mappings to tBE§ S| GANA Model, and Federation of
GANA Knowledge Planes for E2E Autonomic (Closédop) Service Assurance for 5G Network Slices through a Real
Implementation achieved by a partner of the ETSI 5G PoC PoC Consortium. As such, ETSI 5@&wo62 covered the
Autonomic (ClosedLoop) Service Assurance Use Case for 5G Network Slice(s)ith focus on the RAN part in the Framework
for E2E Autonomic (ClosedLoop) Service Assurance for 5G Network Slices achieved in ETSI 5G PoC B2nithe Deme2
presented and discused the following (aReport can be downloaded from [B:

1 The GANA model as enabler for Vendors to Implement Components required by Telecom Operators in
implementing a Framework for E2E Autonomic (Closed.oop) Service Assurance for 5G Network Slices and
the Roadmap to achieving that goal.

1 The value in the following ETSI documents: ETSI GANA Model (ETSI TS 103293]); GANA Instantiation
onto the 3GPP Backhaul and Core Network Architectures (ETSI TR 103 404); and GANA Instantiation onto the
BroadBand Forum(BBF) Architecture Scenarios (ETSI TR 103 473).

1 How Cellwize GSON and its framework for policy control of ESON implements the GANA Knowledge Plane
for the RAN (sed-igure 10and Figure 11)

1 Cellwize provides an implementation of the GANA Knowledge Planer fthe Backhaul of some degree and this
software has been implemented as an integral part of Cellwize EON

1 Demo of Cellwize ESON GUI and its Provisioning GW as an Implementation case for the ETSI GANA MBTS

(Model-Based Translation Service) Functional Coponent.

How GANA for the RAN is realized by Hybrid SON-EON (cognitive) complemented by EBON in eNBs)

How Cellwize GSON and its framework for policy control of ESON implements the GANA Knowledge Plane

for the RAN

1 Cellwize implementation of the GANA Kowledge Plane for the Backhaul of some degree and how this software

has been implemented as an integral part of Cellwize &ON

G-SON Evolution for 5G

Connected Cars Use Case and associated requirements eéBCIN.
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Figure 23: Framework for E2E Autonomic(Closeeloop) Service Assurance of Network Services through the Federation of GANA Knowledgé®lanes (KPs) for various
segments: RAN (6SON), Front/Backhaul, Core Network, etc., and complemented by lower level autonomics in Network  Elements (NEs) or  Network
Functions(NFs)

October 2018 ETSI TC INT/AFI WG 5G PoChttp://ntechwiki.etsi.org/

40


http://ntechwiki.etsi.org/

